
Did you get a 
suspicious message?

Does the email 
subject line contain 

[SUSPICIOUS MESSAGE]?

Do you feel that it was 
marked suspicious 

incorrectly?

Forward the message as 
an attachment to ham@

access.ironport.com.

This diagram isn’t for 
you. Have a great day!

Forward the message 
as an attachment to 

phish@utah.edu.

Does it seem suspicious 
and/or like a phishing 

attempt?

It might just be 
spam. Forward it to 

spam@utah.edu.

Yes No

Yes No

Yes

No

No

Not sure whether an email is suspicious, spam, or a phishing attempt? Here’s a quick guide. 

Note: If you entered personal information on a phishing website after opening a malicious email, immediately 
reset your CIS password and call your designated central IT help desk to open a ticket with the Information 

Security Office: Main campus (801-581-4000, option 1) or University of Utah Health (801-587-6000). 
See our Knowledge Base for more information: http://bit.ly/KB-suspicious-messages.

IS THIS EMAIL SAFE?

Yes
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